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Vendor-Neutral Device Onboarding

A practical enterprise architecture for connecting heterogeneous energy assets
without surrendering control to a single manufacturer
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Executive decision takeaway: Vendor neutrality is not the claim that every device works
automatically. It is an architecture and operating discipline that separates enterprise identity
and workflows from manufacturer-specific protocols, mappings, permissions, and control
capabilities.

Executive Summary

Energy portfolios accumulate equipment across manufacturers, vintages, acquisitions,
contractors, and business units. Each system may expose different identifiers, protocols,
telemetry, alarms, command models, time conventions, and data quality. A vendor-neutral
platform cannot erase these differences; it must isolate and govern them.

The enterprise asset model remains stable while adapters translate device-specific behavior.
Supported capabilities are declared per manufacturer, model, firmware, protocol, and
deployment—not inferred from a logo.

The onboarding contract

Every onboarding should produce a machine-readable capability contract: identity method,
supported measurements, sampling behavior, units, quality flags, alarms, writable settings,
commands, safety constraints, authentication, time synchronization, firmware dependencies, rate
limits, and recovery behavior.

This contract separates read visibility from control. A device may support monitoring but not
remote commands; a site may permit optimization recommendations but require local human
execution; an enterprise may allow control only through an existing EMS. The platform must
represent these distinctions explicitly.
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A staged onboarding workflow

A safe sequence is discover, identify, map, validate, observe, authorize, activate, and monitor.
Discovery finds candidate endpoints or files. Identification resolves manufacturer, model,
firmware, serial number, site, and enterprise asset. Mapping connects native fields to canonical
measures. Validation checks units, ranges, timestamps, completeness, and physical plausibility.

Observation runs the connector without consequential action. Authorization confirms roles,
security boundaries, command scope, and rollback. Activation enables approved functions.
Continuous monitoring detects drift in credentials, firmware, schema, timing, and data quality.

Canonical semantics and extensibility

Common concepts include power, energy, state of charge, state of health, availability,
temperature, status, alarms, operating mode, setpoint, and control permission. Yet semantics
vary. State of health may reflect different manufacturer methods; availability may be inferred or
explicit; a charger connector state is not the same as site availability.

The model therefore needs a canonical term, source-specific definition, unit, transformation,
quality state, and raw-value retention. Extensions should add technology-specific detail without
changing core enterprise objects such as asset, site, project, work order, and contract.

Security and operational safety

Credentials belong in managed secret storage, not configuration files or support tickets.
Connections require least privilege, segmentation, audit logs, rotation, and explicit ownership.
Remote control requires stronger authorization than read access, with limits, interlocks,
command validation, rate control, and tested rollback.

The control plane should fail safely. Loss of cloud connectivity must not defeat local protection. A
command should be attributable, idempotent where appropriate, time-bounded, acknowledged,
and verified against resulting state.

Offboarding is part of onboarding

Vendor-neutral architecture must make exit possible. Offboarding revokes credentials, stops
commands, preserves history, exports required records, resolves open work, removes stale
endpoints, and verifies that no orphaned access remains. Asset retirement, platform replacement,
property sale, and vendor change are distinct scenarios.
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The organization should retain the data and evidence it is entitled to keep while respecting
licensing, privacy, security, and contractual limitations.

Measuring onboarding quality

Useful measures include time to validated telemetry, percentage of mapped fields with known
provenance, unresolved identity conflicts, data-quality exceptions, command success and
verification, credential age, schema drift, and completeness of offboarding.

Connector count alone is a poor metric. A smaller number of deeply validated, supportable
integrations creates more enterprise value than a broad catalog of ambiguous logos.

Questions for Leadership

e Do we know exactly which capabilities are supported for each model and firmware?
e (Can the enterprise asset identity survive a vendor or platform change?

e Areread access, recommendation, and control authorized separately?

e (Can every credential and command be revoked and audited during offboarding?

GRIDSTROM Position

GRIDSTROM’s platform architecture connects financial intelligence, enterprise data, asset
operations, governed workflows, and lifecycle transactions around persistent records and explicit
decision rights. The objective is not to replace every trusted source system. It is to preserve
context across systems so an investment decision can remain connected to delivery, operation,
optimization, service, and replacement.

Sources

1. NREL, DER Interconnection and Interoperability Survey. https://www.nrel.gov/docs/fy210sti/77497.pdf
Reviews data-model, communication, and connectivity consistency.

2. NREL, Interoperability Requirements Background. https://www.nrel.gov/docs/fy210sti/77959.pdf
Discusses SunSpec and DER information models.

3. CISA, OT Asset Inventory Guidance. https://www.cisa.gov/resources-tools/resources/foundations-ot-
cybersecurity-asset-inventory-guidance-owners-and-operators Provides current OT asset inventory and
taxonomy guidance.

4. CISA, Cross-Sector Cybersecurity Performance Goals. https://www.cisa.gov/cross-sector-cybersecurity-
performance-goals/cross-sector-cybersecurity-performance-goals Includes cybersecurity baselines
relevant to electric distribution and DER environments.
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Editorial note: External requirements, market rules, standards, security guidance, and technology
capabilities change over time. Deployment decisions should use the current authoritative source and
the organization’s applicable legal, regulatory, technical, and contractual review.
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